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Braille7Code

Morse7Code

IBM7Binary7Coded7Decimal7
(BCD)7–767bits

IBM7Extended7Binary7
Coded7Decimal7Interchange7

Code7(EBCDIC)7–787bits
ShiH-JIS

GB72312



1963:7ASCII7–777bits  
(American7Standard7Code7for7InformaQon7Interchange)



ISO/IEC78859-57(Cyrillic)ISO/IEC78859-17(LaQn71)

87bits7Encodings

http://www.i18nguy.com/unicode/codepages.html
http://www.i18nguy.com/unicode/codepages.html


SHIFT_JIS7(Japanese,7Win/Mac)

ISO-8859-57(Cyrillic)

ISO-8859-17(Western7Europe)

ISO-8859-67(Arabic)

ISO-8859-87(Hebrew)

Windows-12587(Vietnam)
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• Unicode7Stardard7
• Code7Charts7
• Unicode7Character7Database7
• Standard7Annexes

• Unicode7Locales7Project7
• Common7Locale 
Data7Repository

• Data7interchange7formats  
for7localizaQon-related7assets

• EdiQon7of7the7ConsorQum’s7
publicaQons7and7web7pages

The7Unicode7ConsorQum

http://www.unicode.org/consortium/utc.html
http://cldr.unicode.org
http://uli.unicode.org/
http://www.unicode.org/consortium/edcom.html
http://www.unicode.org/ucd
http://www.unicode.org/reports/#annexes


June72014 
h"p://www.unicode.org/versions/Unicode7.0.0/UnicodeStandard-7.0.pdf

1991

http://www.unicode.org/versions/Unicode1.0.0/
http://www.unicode.org/versions/Unicode1.0.0/
http://www.unicode.org/versions/Unicode7.0.0/UnicodeStandard-7.0.pdf
http://www.unicode.org/versions/Unicode1.0.0/


You7can7sQll7Find7Errors,7Though…

h"p://www.unicode.org/versions/Unicode7.0.0/ch03.pdf

https://twitter.com/nst021/statuses/496298996390842368
http://www.unicode.org/versions/Unicode7.0.0/ch03.pdf


Code7Charts
h"p://www.unicode.org/charts/

http://www.unicode.org/charts/


Ian7Albert7Unicode7Chart 
TIF,7100.87MB 

1’114’1127code7points  
22’0177x742’8077pixels 

h"p://ian-albert.com/unicode_chart/

http://ian-albert.com/unicode_chart/


h"p://seriot.ch/unicode/7
h"p://github.com/nst/UnicodePoster

http://seriot.ch/unicode/
http://github.com/nst/UnicodePoster


glyphs7
☃

text7rendering7engine7
NSLayoutManager

fonts7
Times New Roman.ttf

codepoints7
U+2603 SNOWMAN

binary7representaQon7
E2 98 837(UTF-8)

Times7New7Roman.k

TrueType'and'OpenType'
fonts'can'contain'up'to'
2^16'glyphs'ie'65’536.

U
ni
co
de

Unicode7does7not7address7characters7rendering



0x00 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 0x09 0x0A 0x0B 0x0C 0x0D 0x0E 0x0F

0x10 0x11 0x12 0x13 0x14 0x15 0x16 0x17 0x18 0x19 0x1A 0x1B 0x1C 0x1D 0x1E 0x1F

0x20 0x21 0x22 0x23 0x24 0x25 0x26 0x27 0x28 0x29 0x2A 0x2B 0x2C 0x2D 0x2E 0x2F

0x30 0x31 0x32 0x33 0x34 0x35 0x36 0x37 0x38 0x39 0x3A 0x3B 0x3C 0x3D 0x3E 0x3F

0x40 0x41 0x42 0x43 0x44 0x45 0x46 0x47 0x48 0x49 0x4A 0x4B 0x4C 0x4D 0x4E 0x4F

0x50 0x51 0x52 0x53 0x54 0x55 0x56 0x57 0x58 0x59 0x5A 0x5B 0x5C 0x5D 0x5E 0x5F

0x60 0x61 0x62 0x63 0x64 0x65 0x66 0x67 0x68 0x69 0x6A 0x6B 0x6C 0x6D 0x6E 0x6F

0x70 0x71 0x72 0x73 0x74 0x75 0x76 0x77 0x78 0x79 0x7A 0x7B 0x7C 0x7D 0x7E 0x7F

0x80 0x81 0x82 0x83 0x84 0x85 0x86 0x87 0x88 0x89 0x8A 0x8B 0x8C 0x8D 0x8E 0x8F

0x90 0x91 0x92 0x93 0x94 0x95 0x96 0x97 0x98 0x99 0x9A 0x9B 0x9C 0x9D 0x9E 0x9F

0xA0 0xA1 0xA2 0xA3 0xA4 0xA5 0xA6 0xA7 0xA8 0xA9 0xAA 0xAB 0xAC 0xAD 0xAE 0xAF

0xB0 0xB1 0xB2 0xB3 0xB4 0xB5 0xB6 0xB7 0xB8 0xB9 0xBA 0xBB 0xBC 0xBD 0xBE 0xBF

0xC0 0xC1 0xC2 0xC3 0xC4 0xC5 0xC6 0xC7 0xC8 0xC9 0xCA 0xCB 0xCC 0xCD 0xCE 0xCF

0xD0 0xD1 0xD2 0xD3 0xD4 0xD5 0xD6 0xD7 0xD8 0xD9 0xDA 0xDB 0xDC 0xDD 0xDE 0xDF

0xE0 0xE1 0xE2 0xE3 0xE4 0xE5 0xE6 0xE7 0xE8 0xE9 0xEA 0xEB 0xEC 0xED 0xEE 0xEF

0xF0 0xF1 0xF2 0xF3 0xF4 0xF5 0xF6 0xF7 0xF8 0xF9 0xFA 0xFB 0xFC 0xFD 0xFE 0xFF

Apple7Last7Resort7Font



Unicode7Technical7Reports

h"p://www.unicode.org/reports/about-reports.html

UTR7(Unicode7Technical7Report) 
informaQve7material

UAX7(Unicode7Standard7Annex) 
integral7part7of7the7standard

UTS7(Unicode7Technical7Standard) 
independant7specificaQon

http://www.unicode.org/reports/about-reports.html


0. Codepoint 00E9!
1. Name LATIN SMALL LETTER E WITH ACUTE
2. General_Category Ll a lowercase letter
3. Canonical_Combining_Class 0 not reordered
4. Bidi_Class L left to right
5. Decomposition_Type, 
Decomposition_Mapping

0065 0301
6. Numeric_Type, Numeric Value
7. Numeric_Type, Numeric Value
8. Numeric_Type, Numeric Value
9. Bidi_Mirrored N Y if mirrored in a bidirectional text
10. Unicode_1_Name (Obsolete) LATIN SMALL LETTER E ACUTE name in Unicode 1.0
11. ISO_Comment (Obsolete)
12. Simple_Uppercase_Mapping 00C9
13. Simple_Lowercase_Mapping already lowercase
14. Simple_Titlecase_Mapping 00C9

00E9;LATIN SMALL LETTER E WITH ACUTE;Ll;0;L;0065 0301;;;;N;LATIN SMALL LETTER E ACUTE;;00C9;;00C9

h"p://www.unicode.org/Public/UCD/latest/ucd/UnicodeData.txt

Unicode7Character7Database7(UCD),7TR#447(UAX)

http://www.unicode.org/Public/UCD/latest/ucd/UnicodeData.txt
http://www.unicode.org/reports/tr44/


http://www.unicode.org/consortium/utc-minutes.html


Eg.7Proposal7to7encode 
GREEK7BYZANTINE7DOUBLE7SUSPENSION7MARK

http://www.unicode.org/L2/L2014/14157-double-susp-mark.pdf
http://www.unicode.org/L2/L2014/14157-double-susp-mark.pdf
http://www.unicode.org/L2/L2014/14157-double-susp-mark.pdf


h"p://www.unicodeconference.org7
!

h"p://www.unicodeconference.org/conference-at-a-glance.htm

http://www.unicodeconference.org
http://www.unicodeconference.org/conference-at-a-glance.htm
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Encodings

U+00E9 LATIN 
SMALL LETTER E 

WITH ACUTE

é

UTF-32: FF FE 00 00!
        E9 00 00 00

PNG: … JPEG: … BMP: …
UTF-8 : C3 A9

UTF-16: FF FE E9 00



UTF-32
• Direct7representaQon7of7the7codepoint7on7327bits.7

• Disadvantage:747bytes7per7character7is7space7inefficient.7

• Example7with7U+266A7♪7«7EIGHTH7NOTE7»

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 1 1 0 0 1 1 0 1 0 1 0

0x00 0x00 0x26 0x6A

0x0000

0x10FFFF



UTF-16
• Most7common763K7characters7encoded7on7single7167bits7code7units.7
• Example7with7U+266A7♪7«7EIGHTH7NOTE7»

0x26 0x6A

0x0000

0 0 1 0 0 1 1 0 0 1 1 0 1 0 1 0

0xFFFF

0x0000

0xFFFF
0x10FFFF

0x010000

• Other7non-BMP7codepoints7encode7207bits7in7a7pair7of7167bits7surrogates.7
• Example7with7U+1D11E7!7«7MUSICAL7SYMBOL7G7CLEF7»

1 1 0 1 1 0 0 0 0 0 1 1 0 1 0 0 1 1 0 1 1 1 0 1 0 0 0 1 1 1 1 0

0xD8 0x34 0xDD 0x1E

1 1 0 1 0 0 0 1 0 0 0 1 1 1 1 0 0x1D11E0 0 0 1

1 1 0 1 1 0 0 0 0 0 0 0 0 0 0 0 1 1 0 1 1 1 0 0 0 0 0 0 0 0 0 0

0xD8 0x00 0xDC 0x00

• Substract70x100007(for7a7207bits7space),7fill7surrogates7with727Qmes7107bits

0xD800
0xE000



UTF-8

0xFFFF

0x00000x010000

0x0800

0x10FFFF

• 7-bits7codepoints7(«7Basic7LaQn7»)7U+00417A7«7LATIN7CAPITAL7LETTER7A7»

0 1 0 0 0 0 0 1 0x41
1 0 0 0 0 0 1 0x0041

• 11-bits7codepoints,7ie7blocks7«7LaQn717»,7«7Cyrillic7»,7«7Arabic7»,7…7
• Ex.7U+036C7φ7«7GREEK7SMALL7LETTER7PHI7»

1 1 0 0 1 1 1 1 1 0 0 0 0 1 1 0 0xCF 0x86
0 1 1 1 1 0 0 0 1 1 0 0x03C6

• 16-bits7codepoints,7ex.7U+266A7♪7«7EIGHTH7NOTE7»

1 1 1 0 0 0 1 0 1 0 0 1 1 0 0 1 0xE2 0x99 0xAA
0 0 1 0 0 1 1 0 1 1 0 1 0 1 0 0x266A

1 0 1 0 1 0 1 0

1 1 1 1 0 0 0 0 1!
0

0 0 1 1 1 0 1 1 0 0 0 0 1 0 0 1 0 0 1 1 1 1 0

0xF0 0x9D 0x84 0x9E

• 21-bits7codepoints,7ex.7U+1D11E7!7«7MUSICAL7SYMBOL7G7CLEF7»
1 1 0 1 0 0 0 1 0 0 0 1 1 1 1 0 0x1D11E0 0 0 0 1



in'Unicode'Standard'7.0,'page'41



NormalizaQon:7TR#157(UAX)
Canonical#Equivalence

Two7code7points7sequences7with: 
-7same7appearance 
-7same7meaning

U+212B
Å

U+0041
A

U+030A
◌̊

Compa0bility#Equivalence

Two7code7points7sequences7with: 
-7possibly7disQnct7appearances 
-7the7same7meaning7in7some7contexts

U+FB01
fi

U+0066
f

U+0069
i

http://www.unicode.org/reports/tr15/


U+00E9

é
U+2460

①

U+0065

é
U+0301

◌́

U+00E9

é
U+0031

1

CompaEbility'decomposiEonCanonical'decomposiEon

Canonical'composiEon

U+0031

1NFKDNFD

NFC NFKC
U+0065

é
U+2460

①

U+0065

e
U+0301

◌́
U+2460

①

(most7common)



NFC7doesn’t7always7compose

U+FB2C

שּׁ HEBREW LETTER!
SHIN WITH DAGESH 
AND SHIN DOT

U+05BC

◌ּ HEBREW LETTER!
SHIN

U+05E9

ש HEBREW LETTER!
SHIN WITH DAGESH 
AND SHIN DOT U+05C1

◌ׁ HEBREW LETTER!
SHIN DOT

NFC(U+FB2C)



NFKD7Maximum7Expansion

صلى الله عليه وسلم
U+FDFA  
ARABIC  

LIGATURE!
SALLALLAHOU  

ALAYHE  
WASALLAM

>>> import unicodedata	
!

>>> s = '\uFDFA'	
>>> len(s)	
1	
!

>>> s_nfkd = unicodedata.normalize('NFKD', s)	
>>> s_nfkd.encode('unicode-escape')	
b'\\u0635\\u0644\\u0649 \\u0627\\u0644\\u0644\\u0647 \\u0639\
\u0644\\u064a\\u0647 \\u0648\\u0633\\u0644\\u0645'	
>>> len(s_nfkd)	
18



Unicode7CollaQon7Algorithm7(UCA)
• TR#107(UTS)7

• About7text#comparison  
café < cafe ?  
cafe < café ?7

• Language#dependant#

• Usage#dependant 
German7dicQonary:7öf7<7of  
German7phonebook:7of7<7öf

• Customizable  
lower7first7or7upper7first,7…  
numeric7ordering,7…7

• Context#dependant  
Normal7Accent7Ordering 
cote < coté < côte < côté  
Backward7Accent7Ordering7(FR) 
cote < côte < coté < côté7

• Unstable#over#0me

http://www.unicode.org/reports/tr10/


German Swedish

Åkersberga 1 2 Alingsås

Alingsås 2 4 Oskarshamn

Äpplebo 3 7 Uzng

Oskarshamn 4 6 Ükeld

Östersund 5 8 Zwickau

Ükeld 6 1 Åkersberga
Uzng 7 3 Äpplebo

Zwickau 8 5 Östersund

(Steven7R.7Loomis,7Mark7Davis)

Language7Dependant7CollaQon

https://docs.google.com/presentation/d/1rJaqrzxlywkiQDKS6JAenzdts3sPYVI3giMpcUOWkHs/present#slide=id.i299


DUCET7(Default7Unicode7CollaQon7Element7Table)

Character Collation Element Name
0300 "`" [.0000.0025.0002] COMBINING GRAVE ACCENT

0061 "a" [.190C.0020.0002] LATIN SMALL LETTER A

0062 "b" [.1925.0020.0002] LATIN SMALL LETTER B!
0063 "c" [.193E.0020.0002] LATIN SMALL LETTER C!
0043 "C"! [.193E.0020.0008] LATIN CAPITAL LETTER C!
0064 "d"! [.1953.0020.0002] LATIN SMALL LETTER D!

h"p://www.unicode.org/Public/UCA/latest/allkeys.txt

alphabeQc7
ordering

diacriQc7
ordering

case7
ordering

http://www.unicode.org/Public/UCA/latest/allkeys.txt


Algorithm
NFD Collation Element Array

cab [.193E.0020.0002] [.190C.0020.0002] [.1925.0020.0002]

Cab [.193E.0020.0008] [.190C.0020.0002] [.1925.0020.0002]

càb [.193E.0020.0002] [.190C.0020.0002] [.0000.0025.0002] [.1925.0020.0002]

dab [.1953.0020.0002] [.190C.0020.0002] [.1925.0020.0002]

NFD Sort Key
cab 193E 190C 1925 0020 0020 0020 0002 0002 0002

Cab 193E 190C 1925 0020 0020 0020 0008 0002 0002!
càb 193E 190C 1925 0020 0020 0025 0020 0002 0002 0002 0002!
dab 1953 190C 1925 0020 0020 0020 0002 0002 0002!



Case7Folding
# The data supports both implementations that require simple case foldings!
# (where string lengths don't change), and implementations that allow full case folding!
# (where string lengths may grow). Note that where they can be supported, the!
# full case foldings are superior: for example, they allow "MASSE" and "Maße" to match.

00C9; C; 00E9; # LATIN CAPITAL LETTER E WITH ACUTE

00DF; F; 0073 0073; # LATIN SMALL LETTER SHARP S

h"p://www.unicode.org/Public/UNIDATA/CaseFolding.txt7
!

h"p://userguide.icu-project.org/transforms/casemappings

http://www.unicode.org/Public/UNIDATA/CaseFolding.txt
http://userguide.icu-project.org/transforms/casemappings


Case7Conversion



Case7Conversion

U+0049

I
U+0130

İ

U+0131

ı
U+0069

i

U+0049

I

U+0069

i

U+0307

◌̇

U+0307

◌̇
Posix7Locale

U+0130

İ
U+0307

◌̇

Turkish7Locale



Emojis

• Early72000s:7Emoji7became7generally7available7on7
Japanese7cell7phones.7

• Late72000s,7standardized7and7added7into7Unicode7
6.07(2010)7

• Submit7your7own:7h"p://www.unicode.org/
pending/proposals.html7and7join7rejected7ones7
h"p://www.unicode.org/alloc/nonapprovals.html

絵!(e!≅!picture)  
文!(mo!≅!wri.ng)  
字!(ji!≅!character)

http://www.unicode.org/pending/proposals.html
http://www.unicode.org/alloc/nonapprovals.html


http://www.unicode.org/~scherer/emoji4unicode/snapshot/emojidata.pdf


Aweful!Support!in!Chrome

http://seriot.ch/visualization/unicode/emojis/


Emojis!Evolu.on

• Discussions!about!Emojis!Diversity!in!mee.ngs!minutes  
h@p://www.unicode.org/L2/L2014/14172rKemojiKenhancements.pdf  
h@p://www.unicode.org/L2/L2014/14177.htm#140KC28!

• UTC!Mee.ng![140KA47]!Ac.on!Item!for!Mark!Davis:!Talk!to!Facebook!and!
Twi@er!to!see!if!they!would!like!to!get!more!involved.

http://www.unicode.org/L2/L2014/14172r-emoji-enhancements.pdf
http://www.unicode.org/L2/L2014/14177.htm#140-C28
http://www.unicode.org/L2/L2014/14177.htm


Varia.on!Selectors

• may!modify!some!glyph!appearance!

• 16!VS!in!BMP:!U+FE00!to!U+FEFF!

• 240!more!VS!in!plane!14

BPM!Emojis!varia.ons!
with!VS15!and!VS16



Proposal!to!Use!Standardized!Varia.on!Sequences!to!
Encode!Church!Slavonic!Glyph!Variants!in!Unicode

http://www.unicode.org/L2/L2013/13153-variants.pdf
http://www.unicode.org/L2/L2013/13153-variants.pdf
http://www.unicode.org/L2/L2013/13153-variants.pdf


Country!Flags
0x1f1e6 + 0x1f1e7 !"!
0x1f1e8 + 0x1f1f3 # $ %!
0x1f1e9 + 0x1f1ea &!
0x1f1ea + 0x1f1f8 '!
0x1f1eb + 0x1f1f7 (!
0x1f1ec + 0x1f1e7 )!
0x1f1ee + 0x1f1f9 *!
0x1f1ef + 0x1f1f5 +!
0x1f1f0 + 0x1f1f7 ,!
0x1f1f7 + 0x1f1fa -!
0x1f1fa + 0x1f1f8 .



• LocaleIspecific#paJerns#for#formaLng#and#parsing 
dates,!.mes,!.mezones,!numbers!and!currency!values!

• Transla0ons#of#names 
countries!and!regions,!currencies,!eras,!months,!
weekdays,!.mezones,!ci.es,!.me!units,!…!

• Language#&#script#informa0on 
characters!used;!sor.ng!&!searching;!wri.ng!direc.on;!
numbers!spellings;!segmenta.on,!…!

• Country#informa0on  
language!usage,!currency!informa.on,!calendar!
preference!and!week!conven.ons,!…

Unicode!Common!Locale!Data!Repository!(CLDR)!TR#35!(UTS)

http://cldr.unicode.org/index/downloads
http://www.unicode.org/reports/tr35/


Interna.onal!Components!for!Unicode!(ICU)
• OpenKsource!project!on!top!of!CLDR!

• Unicode!text!handling!and!regular!expressions 
character,!word,!and!line!boundaries 
Language!sensi.ve!colla.on!and!searching 
Normaliza.on,!upper!and!lowercase!conversion  
mul.Kcalendar!and!.me!zones 
parse!and!format!dates,!.mes,!numbers,!currencies 
…!

• Descends!from!Taligent!(mid!1990s),!which!became!part!of!IBM!in!1996!

• Included!by!Sun!into!JDK!1.1

http://www.icu-project.org/


More!Specifica.ons

• Text!Segmenta.on!TR#29!(UAX)!

• About!when!to!words!and!lines,!contextual!

• Regular!Expressions!TR#18!(UTS)!

• Bidirec.onal!Algorithm!TR#9!(UAX)!

• Arabic,!Hebrew,!…!display!text!from!right!to!len!but!use!len!to!right!digits

http://www.unicode.org/reports/tr29/
http://www.unicode.org/reports/tr18/
http://www.unicode.org/reports/tr9/


1.#The#Unicode#Consor0um#
2.#Selected#Unicode#Specifica0ons#
3.#Unicode#in#Prac0ce#
4.#Unicode#Hacks



OS!X!Unicode!Hex!Input!
alt!XXXX!(BMP!only)

$ python3!
>>> u = '\U0001F41B'!
>>> print(u)!
/!
>>> import unicodedata!
>>> unicodedata.name(u)!
'BUG'!
>>> u2 = unicodedata.lookup("BUG")!
>>> print(u2)!
/



Code!Points!<–>!Bytes

>>> u = u"abc\u27A2"  
>>> s = u.encode('utf-8')  
>>> s  
'abc\xe2\x9e\xa2'  
>>> u2 = s.decode('utf-8')  
>>> u2 == u  
True

'abc\xe2\x9e\xa2'

u"abc\u27A2" 

encode!
UTFK8

decode!
(UTFK8



C!/!C++
• Use!wchar_t*!("wide!char")!instead!of!char*  
Use!the!wcs!func.ons!instead!of!the!str!func.ons  
strcat!=>!wcscat  
strlen!=>!wcslen!

• Convert!char!strings!into!wchar_t!strings  
mbstowcs!mul.!byte!string!to!wide!char!string 
wcstombs!wide!char!string!to!mul.!byte!string!

• Create!a!literal!UCSK2!string: 
L"Hello"



#include <stdio.h>	
#include <locale.h>	
#include <inttypes.h>	
!
int main() {	
!
    if (!setlocale(LC_CTYPE, "")) {	
        fprintf(stderr, "Can't set the specified locale!\n");	
        return 1;	
    }	
!
    wchar_t wc = 0x2190;	
   	
    printf("%ls %lc\n", L"Schöne Grüße \u2603", wc);	
    	
    return 0;	
}

$ export LC_CTYPE=UTF-8!
$ cc utf8.c!
$ ./a.out!
Schöne Grüße ☃ ←

C

length!of!wchar_t!(16!or!32!bits)!is!implementa.onKdefined



Java
class Test {	
    public static void main (String[] argv) {	
        String s = "xxx \u2603";	
        System.out.println(s);	
    }	
}

$ javac Test.java!
$ java -Dfile.encoding=UTF-8 Test!
xxx ☃

wide!characters!size!is!defined!as!16!bits



Encoding!Conversions

$ file utf8.txt  
utf8.txt: UTF-8 Unicode text  
 
$ iconv -f utf8 -t utf-16le utf8.txt > utf-16le.txt 
 
$ file latin1.txt  
latin1.txt: ISO-8859 text



Objec.ve–C

NSString *s1 = @"\u2603";	
unichar uc = 0x2665;	
!

NSLog(@"-- s1: %@ %C", s1, uc); // ☃ ♥	
!

NSString *s2 = [NSString stringWithUTF8String:"\xF0\x9D\x84\x9E"];	
NSLog(@"-- s2: %@", s2); // !	
!

NSData *data = [s2 dataUsingEncoding:NSUTF8StringEncoding];	
NSLog(@"-- data: %@", data); // <f09d849e>

NSString *s0 = @"A";	
NSString *s1 = @"\x61";	
NSString *s2 = @"\u2100";	
NSString *s3 = @"\U0001FF00";



Python!3
• ❌!Colla.on:!s.ll!compare!codepoints  
>>> 'café' < 'caff'  
False!

• ❌!Case!Conversion!restricted!to!1:1!case!mappings 
>>> 'ß'.upper()  
'ß'!

• ❌!Case!conversion!ignores!locale 
❌!Addi.onaly,!locale!is!global  
>>> import locale  
>>> locale.setlocale(locale.LC_ALL, 'tr_TR')  
>>> s = "istanbul"  
>>> s.upper()  
'ISTANBUL'



Case!Conversion!–!Locale

NSString *s = [NSString stringWithFormat:@"istambul"];	
!

NSLocale *locale = [NSLocale localeWithLocaleIdentifier:@"tr_TR"];	
!

NSString *s2 = [s uppercaseStringWithLocale:locale];	
!

// İSTAMBUL ✅



// U+1F600 GRINNING FACE	
NSArray *a = @[@"A", @"\U0001F600", @"B"];	
!
!
!
[a enumerateObjectsUsingBlock:^(NSString *s, NSUInteger idx, BOOL *stop) {	
    NSLog(@"[%lu] %@\n", idx, s);	
}];	
!
!
                	
[a enumerateObjectsUsingBlock:^(NSString *s, NSUInteger idx, BOOL *stop) {	
    NSLog(@"[%lu] %C\n", idx, [s characterAtIndex:0]);	
    // idx == 1, s = [0xD83D, 0xDE00], and U+D83D is a high surrogate	
}];	

/*	
[0] A	
[1] 2	
[2] B	
*/

/*	
[0] A	
[2] B	
*/

✅

❌



Swin

$ xcrun swift!
  1> import Foundation!
  2> var s1 = "ni\u{00F1}o" // precomposed!
s1: String = "niño"!
  3> var s2 = "nin\u{0303}o" // decomposed!
s2: String = "niño"!
  4> s1 == s2 // canonical equality!
$R0: Bool = true!
  5> s1.isEqual(s2) // different bytes!
$R1: Bool = false



Regex
$ python3!
>>> import re!
>>> reg = re.compile("\d") !
>>> gen = ( chr(c) for c in range(0, 0xFFFF) if re.match(reg, chr(c)) )!
>>> print(''.join(gen))!
०१२३४५६७८९০১২৩৪৫৬৭৮৯੦੧੨੩੪੫੬੭੮੯૦૧૨૩૪૫૬૭૮૯୦߀߁߂߃߄߅߆߇߈߉0123456789۰۱۲۳٤٥٦۷۸۹۰۱۲۳۴۵۶۷۸۹
୧୨୩୪୫୬୭୮୯௦௧௨௩௪௫௬௭௮௯౦౧౨౩౪౫౬౭౮౯��������	
�������������������� !"#$%

&'()*+,-./012၀၁၂၃၄၅၆၇၈၉႐႑႒႓႔႕႖႗႘႙០១២៣៤៥៦៧៨៩��������	
᥆᥇᥈᥉᥊᥋᥌᥍᥎᥏᧐᧑᧒᧓᧔᧕᧖᧗᧘
᧙᪀᪁᪂᪃᪄᪅᪆᪇᪈᪉᪐᪑᪒᪓᪔᪕᪖᪗᪘᪙᭐᭑᭒᭓᭔᭕᭖᭗᭘᭙᮰᮱᮲᮳᮴᮵᮶᮷᮸᮹᱀᱁᱂᱃᱄᱅᱆᱇᱈᱉᱐᱑᱒᱓᱔᱕᱖᱗᱘᱙꘠꘡꘢꘣꘤꘥꘦꘧꘨꘩
꣐꣑꣒꣓꣔꣕꣖꣗꣘꣙꤀꤁꤂꤃꤄꤅꤆꤇꤈꤉꧐꧑꧒꧓꧔꧕꧖꧗꧘꧙꩐꩑꩒꩓꩔꩕꩖꩗꩘꩙꯰꯱꯲꯳꯴꯵꯶꯷꯸꯹���������!
>>> reg = re.compile("\d", re.ASCII)



Regex

$ jsc!
>>> /a.c/.test('abc')!
true!
>>> /a.c/.test(‘a!c')!
false!
>>> /a....c/.test('a!c')!
true



How(well(do(you(know(your(tools?

• illegal(code(points(

• length?((code(points?(bytes?)(

• equality,(equivalence,(norm.(

• reversing(strings(

• character(at(index

• iteraAng(over(all(symbols(

• substring(

• regex(

• biBdirecAonal(text(

• text(segmentaAon



1.#The#Unicode#Consor0um#
2.#Selected#Unicode#Specifica0ons#
3.#Unicode#in#Prac0ce#
4.#Unicode#Hacks



https://twitter.com/aprilarcus/status/367557195186970624
https://twitter.com/WSJ/status/66484941051019265
http://shapecatcher.com/
http://www.twilio.com/engineering/2012/11/08/adventures-in-unicode-sms


Pack(289+(ASCII(chars(or(209+(bytes(into(140(characters.  
hOps://github.com/nst/UniBinary

https://github.com/nst/UniBinary
https://twitter.com/nst021/status/291990678681030656
https://twitter.com/nst021/statuses/291990699270889472


Unicode(Security
«(Unicode(is(just(too(complex(to(ever(be(secure.(» 
–(Bruce(Schneier,(2000 
 
hOps://www.schneier.com/cryptoBgramB0007.html#9

• TR#36(Unicode(Security(ConsideraAons(

• TR#39(Unicode(Security(Mechanisms(

• Chris(Weber’s(hOp://websec.github.io/unicodeBsecurityBguide/

https://www.schneier.com/crypto-gram-0007.html#9
http://www.unicode.org/reports/tr36/
http://www.unicode.org/reports/tr39/
http://websec.github.io/unicode-security-guide/


• Illegal(UTFB8(sequences(include: 
B(overlong(encoding  
 
B(unexpected(conAnuaAon(byte(

!

• Illegal(UTFB16(sequences(include(unpaired(surrogates(such(as: 
B([0xD800-0xDBFF](not(followed(by([0xDC00-0xDFFF]  
B([0xDC00-0xDFFF](not(preceded(by([0xD800-0xDBFF]

1 1 0 0 0 0 0 0 1 0 0 0 0 0 0 1
0xC0 0x41

1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0xC0 0x00

Illegal(Sequences



ExploiAng(TransformaAons
• ExploitaAon(of(normalizaAon(to(add(/(remove(characters(and(bypass(filters(

• NonBcharacters:(U+FFFE, U+FFFF, U+1FFFE, U+1FFFF, U
+10FFFE, U+10FFFF"

• NonBcharacter(code(points(must(not(be(simply(deleted((as(allowed(by(Unicode(
<(5.2(C7)(but(replaced(by(((((((U+FFFD REPLACEMENT CHARACTER.  
 
<a href=“java\uFEFFscript:alert(« XSS")>"

• Unassigned(code(points((eg.(U+2073)



hOps://labs.spoAfy.com/2013/06/18/creaAveBusernames/

https://labs.spotify.com/2013/06/18/creative-usernames/
https://labs.spotify.com/2013/06/18/creative-usernames/
https://labs.spotify.com/2013/06/18/creative-usernames/


Visual(Spoofing
AΑ А ᗅ ᗋ ᴀ Ａ

www.google.com(–(U+0067 LATIN SMALL LETTER G"
www.ɡooɡle.com(–(U+0261 LATIN SMALL LETTER SCRIPT G

৪ – U+09EA BENGALI DIGIT FOUR"
୨ – U+0B68 ORIYA DIGIT TWO

http://gynvael.coldwind.pl/download.php?f=str_to_int_unicode.html


$ gdb Twitter "
!
(gdb) r"
Starting program: /Applications/Twitter.app/Contents/MacOS/Twitter "
!
Program received signal EXC_BAD_ACCESS, Could not access memory."
Reason: KERN_INVALID_ADDRESS at address: 0x00000001084e8008"
0x00007fff9432ead2 in vDSP_sveD ()"
!
(gdb) bt"
#0  0x00007fff9432ead2 in vDSP_sveD ()"
#1  0x00007fff934594fe in TStorageRange::SetStorageSubRange ()"
#2  0x00007fff93457d5c in TRun::TRun ()"
#3  0x00007fff934579ee in CTGlyphRun::CloneRange ()"
#4  0x00007fff93466764 in TLine::SetLevelRange ()"
#5  0x00007fff93467e2c in TLine::SetTrailingWhitespaceLevel ()"
#6  0x00007fff93467d58 in TRunReorder::ReorderRuns ()"
#7  0x00007fff93467bfe in TTypesetter::FinishLineFill ()"
#8  0x00007fff934858ae in TFramesetter::FrameInRect ()"
#9  0x00007fff93485110 in TFramesetter::CreateFrame ()"
#10 0x00007fff93484af2 in CTFramesetterCreateFrame ()"
...

http://arstechnica.com/apple/2013/08/rendering-bug-crashes-os-x-and-ios-apps-with-string-of-arabic-characters/
http://www.theregister.co.uk/2013/09/04/unicode_of_death_crash/


U+202E RIGHT-TO-LEFT OVERRIDE

$ python3 -c "print('ABC\u202EDEF')""
ABCFED  
# copy-paste gets crazy

$ python3 -c "print('x\u202Efdp.doc')""
xcod.pdf"
# double click a .pdf, open a .doc



HFS+

• Terminal.app0(and0most0apps)0output0NFC0UTF;8.0

• The0filenames0you0write0are0different0from0the0ones0you0read.

Apple0Technical0Q&A0QA1173

https://developer.apple.com/library/mac/qa/qa1173/_index.html


HFS+

$ touch "Bücher""
$ ls Bü<TAB> # no completion"
$ ls Bu<TAB> # completion

$ echo ü; echo ü | xxd!
ü"
0000000: c3bc 0a # NFC"
$ touch ü; ls; ls | xxd"
ü"
0000000: 75cc 880a # NFD



OS0X0Bash
$ mkdir /tmp/test"
$ cd /tmp/test"
$ touch `printf « a\xef\xbb\xbfb"`"
# or "a\uFEFFb".encode('utf-8')"
$ ls a*"
a?b"
$ touch ab"
$ ls a* "
a?b"
# where did ab go?!



OS0X0Finder
$ echo -e "\xFF\xFE" > x.txt # UTF-16LE BOM"
$ xattr -w com.apple.TextEncoding "utf-16le" x.txt"
$ qlmanage -p x.txt # or QuickLook with Finder

# watch your Finder go nuts!!!"
$ cd; touch `printf "\x41\xe9"`  
# NFC("Aé")"
$ open .!
# fixed in OS X 10.10

[ERROR] An uncaught exception was raised outside of any generator: *** -[NSConcreteTextStorage attribute:atIndex:longestEffectiveRange:inRange:]: Range or index out of 
bounds"
2014-10-24 10:53:08.474 qlmanage[5268:11f] *** Terminating app due to uncaught exception 'NSRangeException', reason: '*** -[NSConcreteTextStorage 
attribute:atIndex:longestEffectiveRange:inRange:]: Range or index out of bounds'"
*** First throw call stack:"
("
" 0   CoreFoundation                      0x00007fff89ebe25c __exceptionPreprocess + 172"
" 1   libobjc.A.dylib                     0x00007fff87934e75 objc_exception_throw + 43"
" 2   CoreFoundation                      0x00007fff89ebe10c +[NSException raise:format:] + 204"
" 3   AppKit                              0x00007fff81a83a7a -[NSConcreteTextStorage attribute:atIndex:longestEffectiveRange:inRange:] + 118"
" 4   AppKit                              0x00007fff81951ded -[NSMutableAttributedString(NSMutableAttributedStringKitAdditions) fixGlyphInfoAttributeInRange:] + 204"
" 5   AppKit                              0x00007fff81951cd8 -[NSMutableAttributedString(NSMutableAttributedStringKitAdditions) fixAttributesInRange:] + 39"
" 6   AppKit                              0x00007fff81a838e1 -[NSTextStorage processEditing] + 109"
" 7   AppKit                              0x00007fff81a7f742 -[NSTextStorage endEditing] + 110"
" 8   AppKit                              0x00007fff81c5db4f _NSReadAttributedStringFromURLOrData + 14525"
" 9   AppKit                              0x00007fff81c5e3a5 -[NSAttributedString(NSAttributedStringKitAdditions) initWithURL:options:documentAttributes:



Conclusion
• Unicode0is0cool.0Unicode0is0hard.0

• Everything0dealing0with0Unicode0is0a0bug0nest.0

• You0cannot0just0ignore0Unicode,0you’re0using0it.0

• Most0APIs0should0use0strings0instead0of0a0single0char.

seriot.ch0
twiXer.com/nst021 
linkedin.com/in/nseriot

http://seriot.ch
http://twitter.com/nst021
http://linkedin.com/in/nseriot

