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1 Plug iIPhone into your computer.
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text rendering engine
NSLayoutManager

codepoints fonts
U+2603 SNOWMAN Times New Roman.ttf

algorithms
normalization | collation |casing

binary representation

E2 98 83 (UTF-8)




Visual Similarities

AAAAAAA

www.google.com—-U+0067 LATIN SMALL LETTER G
www.google.com—-U+0261 LATIN SMALL LETTER SCRIPT G

8 —U+09EA BENGALI DIGIT FOUR
9—-U+0B68 ORIYA DIGIT TWO



http://gynvael.coldwind.pl/download.php?f=str_to_int_unicode.html

Country Flags

____________

U+1F1E6 + U+1F1E7 iAlB]
U+1F1E8 + U+1F1F3 @@ C [N
U+1F1E9 + U+1FlEA ==
U+1F1EA + U+1F1F8 =
U+1F1EB + U+1F1F7 Ik
U+1F1EC + U+1F1E7 EE
U+1F1EE + U+1F1F9 UK
U+1F1EF + U+1F1F5 e
U+1F1F0 + U+1F1F7 =
U+1F1F7 + U+1F1FA =
U+1F1FA + U+1F1F8 ==




Bi-directinal Text

# U+202E RIGHT-TO-LEFT OVERRIDE

# double click a .jpg, open an .exe

S python3 -c "print('s\u202Egpj.exe')"
sexe.Jpg




text rendering engine
NSLayoutManager

codepoints fonts
U+2603 SNOWMAN Times New Roman.ttf

algorithms
normalization | collation |casing

binary representation

E2 98 83 (UTF-8)




S gdb Twitter

' Nicolas Seriot

nst021 (9db) r

Starting program: /Applications/Twitter.app/Contents/MacOS/Twitter

Program received signal EXC BAD ACCESS, Could not access memory.

Here |S a nlce ||tt|e COre TeXt CraSher for OS Reason: KERN_INVALID_ADDRESS at address: 0x00000001084e8008

0x00007£f£f9432ead2 in vDSP_sveD ()

X: $ python -c "print -

#0 0x00007fff9432ead2 in vDSP sveD ()
|\ 0647\ 0020\ 0488\ 0488\ O488| I #1 0x00007fff934594fe in TStorageRange::SetStorageSubRange ()
LJ LJ LJ LJ LJ LJ #2 0x00007£££93457d5c in TRun::TRun ()
#3 0x00007£f££934579ee in CTGlyphRun::CloneRange ()
#4 0x00007f££93466764 in TLine::SetLevelRange ()
#5 0x00007£f£f£f93467e2c in TLine::SetTrailingWhitespaceLevel ()
#6 0x00007£££93467d58 in TRunReorder::ReorderRuns ()
m . % i?l F #7 0x00007f££f93467bfe in TTypesetter::FinishLineFill ()
_th'" ‘. ) #8 0x00007£f£f£f934858ae in TFramesetter::FramelInRect ()
#9 0x00007£££f93485110 in TFramesetter::CreateFrame ()
#10 0x00007£f££f93484af2 in CTFramesetterCreateFrame ()

RETWEETS FAVORITES

38 34

10:49 AM - 25 Mar 2013
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Operating Systems Applications Developer Verity Stob

ars technica S
Anatomy of a killer bug: How just 5 characters YM;::iAD Ik':°s|T ‘:.‘:):'::"TED

can murder iPhone, Mac apps magnets sink in Google results

Whisper tracks its users. So we tracked

What evil lurks in the Unicode of Death ... oh, a buffer overrun down its LA office. This is what happened

INFINITE LOOP - THE APPLE ECOSYSTEM oy i Wi, 4 Sop 2013

Xperia Z3: Crikey, Sony — ANOTHER
flagship phondleslab?

MAIN MENU MY STORIES: FORUMS

: : : LATEST FEATURE STORY . Analysis There has been much sniggering into sleeves after wags found they could Ex-US Navy fighter pilot MIT prof: Drones
Re{lderlng bug CraShes OS X’ lOS apps Wlth . R Te=gm 93 upset iOS 6 iPhones and iPads, and Macs running OS X 10.8, by sending a simple beat humans - | should know
string of Arabic characters (Updated) M rogue text message or email Apple fings i0S 8.1 at worid+dog: Our

AMAZEBALLS 9-step installation guide

CoreText bug crashes any iOS 6 and OS X programs that use the API.

STORIES A bug is triggered when the CoreText component in vulnerable Apple operating

FEATHRE STNRV (1 PARR

by Andrew Cunningham and Dan Goodin Aug 29 2013, 9:30pm CEST

o 3 Share | Tweet | 149



http://arstechnica.com/apple/2013/08/rendering-bug-crashes-os-x-and-ios-apps-with-string-of-arabic-characters/
http://www.theregister.co.uk/2013/09/04/unicode_of_death_crash/

OS X Finder

$ echo -e "\xFF\xFE" > x.txt # UTF-16LE BOM
S xattr -w com.apple.TextEncoding "utf-16le"” x.txt
S qlmanage -p x.txt # or QuickLook with Finder

L4

[ERROR] An uncaught exception was raised outside of any generator: *** —[NSConcreteTextStorage attribute:atIndex:longestEffectiveRange:inRange:]: Range or index out of
bounds

2014-10-24 10:53:08.474 glmanage[5268:11f] *** Terminating app due to uncaught exception 'NSRangeException', reason: '*** —[NSConcreteTextStorage
attribute:atIndex:longestEffectiveRange:inRange:]: Range or index out of bounds'

*** First throw call stack:

(

0 CoreFoundation 0x00007f£f£89ebe25c = exceptionPreprocess + 172

1 libobjc.A.dylib 0x00007£££87934e75 objc exception throw + 43

2 CoreFoundation 0x00007£££89ebellc +[NSException raise:format:] + 204

3 AppKit 0x00007fff8la83a7a -[NSConcreteTextStorage attribute:atIndex:longestEffectiveRange:inRange:] + 118

4 AppKit 0x00007££f£81951ded -[NSMutableAttributedString(NSMutableAttributedStringKitAdditions) fixGlyphInfoAttributeInRange:] + 204
5 AppKit 0x00007£££81951cd8 -[NSMutableAttributedString(NSMutableAttributedStringKitAdditions) fixAttributesInRange:] + 39

6 AppKit 0x00007f£f£81a838el -[NSTextStorage processEditing] + 109

7 AppKit 0x00007££f£f81a7f742 -[NSTextStorage endEditing] + 110

8 AppKit 0x00007£££81c5db4f NSReadAttributedStringFromURLOrData + 14525

9 AppKit 0x00007f£f£f81c5e3a5 -[NSAttributedString(NSAttributedStringKitAdditions) initWithURL:options:documentAttributes:
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algorithms
normalization | collation |casing

binary representation

E2 98 83 (UTF-8)




Weird Code Points May Bypass Filters

 Non-characters: eg. U+FFFE, U+FFFF, U+1FFFE, U+10FFFF
Unassigned code points: eg. U+207 3

* Must not be deleted (as allowed by Unicode < 5.2 C7) but replaced
with @ U+FFFD REPLACEMENT CHARACTER.

<a href="”java\uFEFFscript:alert("XSSs")>




Non-Characters and OS X Bash / HFS+

S mkdir /tmp/test

S cd /tmp/test

S touch “printf "a\xef\xbb\xbfb""
# or "a\uFFFEb".encode('utf-8")
# which is a non-character

S 1ls a*

a?zb

S touch ab

S 1ls a*

azb

# where did ab go?!




Regex

S python3

>>> 1import re

>>> reqg = re.compile("\d")

>>> gen = ( chr(c) for c¢ in range(0, OxXFFFF) if re.match(reg, chr(c)) )

>>> print(' '.join(gen))

0123456789 \Yreo VAL A\YYFOSVAATEILEE AH L00RR3I¥KEWCR0SOBEYALHOARBYENTLO4A3YUSI L0

Q9N 99 VOB & ([HE61IF00 93X E 20U € COAVRLLIT 6—_no m @B)ameajBoselndon w06 CDEE R

NAW 092 3cwsw4 200 JPGH590R0)12 ALJA7HR0 9V MG EDFI G E=="=>="=0LASXE8VT02)25) SOA

02J69690e0 DEBe/N T D QA NI VWO L L LF LA L0923 =15V 00NELCCRZEESI L 3 6 38S
09?38%8\96\606VZ'GFI/JLJL.UO’mla_l’Jgﬂ@@l&Mb&UlﬂO?@CZG’%PdZ‘JZQQO?%%é?@}Y?S?O 123456789

>>> reqg = re.compile("\d", re.ASCII)




Regex

S Jsc

>>> fa.c/.test('abc')
true

>>> /a.c/.test('a*%uc')
false

>>> /a....c/.test('a%c')

true
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Normalization @ € 0 TR#15

U+00E9 U+2460

/ N\

Canonical decomposition| \Compatibility decomposition

L ' " 4 L 1
C @ NFD|  |NFKD C

U+0065 U+0301 U+2460 U+0065 U+0301 U+0031

\4 \4

Canonical composition

C @ NFC NFKC C ]

U+0065 U+2460 (most common) U+00E9 U+0031



http://www.unicode.org/reports/tr15/

NFC doesn’t Always Compose

W HEBREW LETTER
SHIN WITH DAGESH
U+FB2C AND SHIN DOT

' buffer overflow
NFC(U+FBZC)
W HEBREW LETTER #™. . HEBREW LETTER #  HEBREW LETTER
SHIN WITH DAGESH @ + SHIN + SHIN DOT
U+05E9 AND SHIN DOT U+05BC U+05C1




w

U+FDFA
ARABIC
LIGATURE
SALLALLAHOU
ALAYHE
WASALLAM

NFKD Expands Up to 18x

>>> 1mport unicodedata

>>> S = '\UFDFA’ A
>>> len(s)

1 buffer overflow

>>> S_nfkd = unicodedata.normalize('NFKD', s)

>>> S_nfkd.encode('unicode-escape’)

b "\\u0635\\u0644\\ud649 \\ud627\\udo44\\udo44\\udo47 \\ub639\
\u@044\\udo4a\\udo4/ \\u0o648\\ub633\\ud644\\ud645"

>>> Len(s_nfkd)

18




NFK* May Bypass Filters

V

FULLWIDTH
U+FF07  APOSTROPHE

NFK*(U+FFO7) A

SQL injection

APOSTROPHE
U+0027




SpOtify La bS O Search

Think it. Build it. Ship it. Tweak it. Blog it.

1. Find a user account to hijack. For the sake of this example let us hijack the
account belonging to user bigbird.

2. |Create a new spotify account with username BIGBIRD|(in python this is the string

u\u1d2e\u1d35\u1d33\u1d2e\uld35\ul1d3f\u1d30’).
3. |Send a request for a password reset for your new account.
4. |A password reset link is sent to the email you registered [for your new account.
Use it to change the password.
Now, instead of logging in to account with username BIGBIRD | try logging in to
account with username bigbird with the new password.

Home About Puzzles 5 .

Posted on June 18, 2013 by Mikael Goldmann

6. Success! Mission accomplished.

Creative usernames and Spotify
account hijacking

https://labs.spotify.com/2013/06/18/creative-usernames



https://labs.spotify.com/2013/06/18/creative-usernames/
https://labs.spotify.com/2013/06/18/creative-usernames/
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Unicode Collation Algorithm — TR#10 (UTS)

* Text comparison
café < cafe ?
cafe < cafée ?

* Usage dependent
German dictionary: of < of
German phonebook: of < of

e Unstable over time
Sorted lists should be versioned

Akersberga 1 | 2 |Alingsas
Alingsas 2 | 4 |Oskarshamn
Applebo 3 | 7 |Utting
Oskarshamn 4 | 6 |Uttfeld
Ostersund 5 | 8 |Zwickau
Uttfeld 6 | 1 |Akersberga
Utting 7 | 3 |Applebo
Zwickau 8 | 5 |Ostersund

(Steven R. Loomis, Mark Davis)



https://docs.google.com/presentation/d/1rJaqrzxlywkiQDKS6JAenzdts3sPYVI3giMpcUOWkHs/present#slide=id.i299
http://www.unicode.org/reports/tr10/
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Case Folding

http://www.unicode.org/Public/UNIDATA/CaseFolding.txt

# The data supports both implementations that require simple case foldings

# (where string lengths don't change), and implementations that allow full case folding
# (where string lengths may grow). Note that where they can be supported, the

# full case foldings are superior: for example, they allow "MASSE" and "MaBe" to match.

Figure 5-16. Casing of German Sharp S

Default Casing Tailored Casing
[} ~e— [4 [} e [4

N

s <> SS SS <« SS



http://www.unicode.org/Public/UNIDATA/CaseFolding.txt

Case Conversion

[ [ &

U+0049 U+0130 U+0049 U+0307 U+0130 U+0307
U+0131 U+0069 U+0069 U+0307
Posix Locale

Turkish Locale




Case Conversion — Locale

NSString *s = [NSString stringWithFormat:@"istambul”];
NSLocale *locale = [NSLocale localeWithLocaleldentifier:@"tr_TR"];

NSString *s2 = [s uppercaseStringWithLocale:locale];

// ISTAMBUL




Python 3

« X Collation: still compare codepoints

>>> 'café' < 'caff'
False

« X Case Conversion restricted to 1:1 case mappings
>>> "B’ .upper()
IB 1

« X Case conversion ignores locale

X Additionaly, locale is global

>>> import locale

>>> locale.setlocale(locale.LC ALL, 'tr TR')
>>> s = "istanbul”

>>> s.upper()

'ISTANBUL'
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Bits
1 7
]2 11
] 3 16
L4 21
5 26
6 31

Hex Min
00000000
00000080
00000800
00010000
00200000
04000000

Hex Max
0000007f
O00007FF
OOOOFFFF
OO1FFFFF
O3FFFFFF
/FFFFFFF

UTF-8

Byte Sequence 1in

Oovvvvvvv
110vvvvv
1110vvvv
11110vvv
111110vv
1111110v

10vvvvvv
10vvvvvv
10vvvvvv
10vvvvvv
10vvvvvv

Malformed UTF-8 sequences include:
- overlong encoding, Ox1 on 2 bytes
11000000 10000001

- unexpected continuation byte
11000000 00000000

Binary

10vvvvvv

10vvvvvv 10vvvvvv

10vvvvvv 10vvvvvv 10vvvvvv

10vvvvvv 10vvvvvv 1l0vvvvvv 10vvvvvv

OxCO 0x41

O0xCO 0x00



UTF-16

Bits Hex Min Hex Max Byte Sequence in Binary
2 16 00000000 OOOOQFFFF VVVVVVVV VVVVVVVV
14 21 00010000 OO1FFFFF 110110ww wwwwwwww 11011lww wWwwwwwww

WWW.. 1S (vvv.. — 0x10000) to map a 20 bits wvalue

Malformed sequences include unpaired surrogates such as:
-110110ww wwwwwwww nhot followed by 110111ww wwwwwwww
-110111ww wwwwwwww not preceded by 110110ww wwwwwwww




Wide Characters

* Unicode code points were first defined on 16 bits (UCS-2)
« and now Java char / Objective-C unichar are 16 bits
* code points > 0xXFFFF defined as a pair of 16 bits values

* sizeof (wchar t) isgenerally
16 bits on Windows, 32 bits on Linux




Objective-C / Cocoa

NSString *sl
NSString *sZ2

@"abc";
@"\UQVO1F600bc" ;

NSLog(@"s1 %@", sl1); // sl abc
NSLog(@"s2 %@", s2); // s2 @bc

NSLog(@"s1[0] -> %C", [sl characterAtIndex:0]); // s1l[0] -> a
NSLog(@"s2[0@] -> %C", [s2 characterAtIndex:0]);

// nothing printed because

// s2 = [0xD83D, OxDEQO], and U+D83D 1s a high surrogate

// and NSLog() 1gnores nil strings




HFS+

Important: The terms used in this Q&A, precomposed and decomposed, roughly
correspond to Unicode Normal Forms C and D, respectively. However, most volume
formats do not follow the exact specification for these normal forms. For example, HFS
Plus (Mac OS Extended) uses a variant of Normal Form D in which U+2000 through
U+2FFF, U+F900 through U+FAFF, and U+2F800 through U+2FAFF are not decomposed
this avoids problems with round trip conversions from old Mac text encodings). It's likely

that your volume format has similar oddities.

Apple Technical Q&A QA1173



https://developer.apple.com/library/mac/qa/qa1173/_index.html

HFS+

u

0000000

# what you write..

S echo ii; echo i | xxd
o

0000000: c3bc 0a # NFC

# is not what you read
$ touch i; 1ls; 1s | xxd

75cc 880a # NFD

R 1 FH 1 H

watch your Finder go nuts!!!

cd; touch “printf "\x41l\xe9""
NFC ("Aé")

open .
fixed in O0S X 10.10




Conclusion

* Unicode is cool. Unicode is hard. Unicode is ubiquitous.
 How well do you know your framework of choice?
* Everything dealing with Unicode is a bug nest.

* Under-studied topic. Tons of low-hanging fruits.

e See Chris Weber’s http://websec.github.io/unicode-security-guide/

« Unicode is just too complex to ever be secure. »
— Bruce Schneier, 2000



http://websec.github.io/unicode-security-guide/
https://www.schneier.com/crypto-gram-0007.html#9

