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• full	
  presentaFon	
  at	
  SoGShake	
  

• 10	
  min.	
  /	
  38	
  slides	
  –>	
  15.8	
  s.	
  /	
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• an	
  arFcle	
  is	
  coming…

http://www.reddit.com/r/programming/comments/2kga0s/i_unicode/
https://news.ycombinator.com/item?id=8511403
https://twitter.com/nst021/status/528179140806336514


BCD

EBCDIC

1963:	
  ASCII

Baudot  
Code

1990’s:	
  8	
  bit	
  encodings

ISO/IEC	
  8859-­‐1	
  (LaFn	
  1)

ISO/IEC	
  8859-­‐6	
  (Arabic)

http://www.i18nguy.com/unicode/codepages.html
http://mcqsets.com/wp-content/uploads/2014/05/IBM-System-360-uses-EBCDIC.jpg
http://www.i18nguy.com/unicode/codepages.html


The	
  Unicode	
  ConsorFum

http://www.unicodeconference.org
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Visual	
  SimilariFes
AΑ А ᗅ ᗋ ᴀ Ａ

www.google.com	
  –	
  U+0067 LATIN SMALL LETTER G!
www.ɡooɡle.com	
  –	
  U+0261 LATIN SMALL LETTER SCRIPT G

৪ – U+09EA BENGALI DIGIT FOUR!
୨ – U+0B68 ORIYA DIGIT TWO

http://gynvael.coldwind.pl/download.php?f=str_to_int_unicode.html


Country	
  Flags
U+1F1E6 + U+1F1E7 🇦🇧!
U+1F1E8 + U+1F1F3 # 🇨 🇳!
U+1F1E9 + U+1F1EA &!
U+1F1EA + U+1F1F8 '!
U+1F1EB + U+1F1F7 (!
U+1F1EC + U+1F1E7 )!
U+1F1EE + U+1F1F9 *!
U+1F1EF + U+1F1F5 +!
U+1F1F0 + U+1F1F7 ,!
U+1F1F7 + U+1F1FA -!
U+1F1FA + U+1F1F8 .



# U+202E RIGHT-TO-LEFT OVERRIDE!
# double click a .jpg, open an .exe !
$ python3 -c "print('s\u202Egpj.exe')"!
sexe.jpg

Bi-­‐direc4nal	
  Text
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$ gdb Twitter !
!
(gdb) r!
Starting program: /Applications/Twitter.app/Contents/MacOS/Twitter !
!
Program received signal EXC_BAD_ACCESS, Could not access memory.!
Reason: KERN_INVALID_ADDRESS at address: 0x00000001084e8008!
0x00007fff9432ead2 in vDSP_sveD ()!
!
(gdb) bt!
#0  0x00007fff9432ead2 in vDSP_sveD ()!
#1  0x00007fff934594fe in TStorageRange::SetStorageSubRange ()!
#2  0x00007fff93457d5c in TRun::TRun ()!
#3  0x00007fff934579ee in CTGlyphRun::CloneRange ()!
#4  0x00007fff93466764 in TLine::SetLevelRange ()!
#5  0x00007fff93467e2c in TLine::SetTrailingWhitespaceLevel ()!
#6  0x00007fff93467d58 in TRunReorder::ReorderRuns ()!
#7  0x00007fff93467bfe in TTypesetter::FinishLineFill ()!
#8  0x00007fff934858ae in TFramesetter::FrameInRect ()!
#9  0x00007fff93485110 in TFramesetter::CreateFrame ()!
#10 0x00007fff93484af2 in CTFramesetterCreateFrame ()!
...

http://arstechnica.com/apple/2013/08/rendering-bug-crashes-os-x-and-ios-apps-with-string-of-arabic-characters/
http://www.theregister.co.uk/2013/09/04/unicode_of_death_crash/


OS	
  X	
  Finder
$ echo -e "\xFF\xFE" > x.txt # UTF-16LE BOM!
$ xattr -w com.apple.TextEncoding "utf-16le" x.txt!
$ qlmanage -p x.txt # or QuickLook with Finder
[ERROR] An uncaught exception was raised outside of any generator: *** -[NSConcreteTextStorage attribute:atIndex:longestEffectiveRange:inRange:]: Range or index out of 
bounds!
2014-10-24 10:53:08.474 qlmanage[5268:11f] *** Terminating app due to uncaught exception 'NSRangeException', reason: '*** -[NSConcreteTextStorage 
attribute:atIndex:longestEffectiveRange:inRange:]: Range or index out of bounds'!
*** First throw call stack:!
(!
! 0   CoreFoundation                      0x00007fff89ebe25c __exceptionPreprocess + 172!
! 1   libobjc.A.dylib                     0x00007fff87934e75 objc_exception_throw + 43!
! 2   CoreFoundation                      0x00007fff89ebe10c +[NSException raise:format:] + 204!
! 3   AppKit                              0x00007fff81a83a7a -[NSConcreteTextStorage attribute:atIndex:longestEffectiveRange:inRange:] + 118!
! 4   AppKit                              0x00007fff81951ded -[NSMutableAttributedString(NSMutableAttributedStringKitAdditions) fixGlyphInfoAttributeInRange:] + 204!
! 5   AppKit                              0x00007fff81951cd8 -[NSMutableAttributedString(NSMutableAttributedStringKitAdditions) fixAttributesInRange:] + 39!
! 6   AppKit                              0x00007fff81a838e1 -[NSTextStorage processEditing] + 109!
! 7   AppKit                              0x00007fff81a7f742 -[NSTextStorage endEditing] + 110!
! 8   AppKit                              0x00007fff81c5db4f _NSReadAttributedStringFromURLOrData + 14525!
! 9   AppKit                              0x00007fff81c5e3a5 -[NSAttributedString(NSAttributedStringKitAdditions) initWithURL:options:documentAttributes:
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Weird	
  Code	
  Points	
  May	
  Bypass	
  Filters

• Non-­‐characters:	
  eg.	
  U+FFFE, U+FFFF, U+1FFFE, U+10FFFF  
Unassigned	
  code	
  points:	
  eg.	
  U+2073!

• Must	
  not	
  be	
  deleted	
  (as	
  allowed	
  by	
  Unicode	
  <	
  5.2	
  C7)	
  but	
  replaced	
  
with	
  	
  	
  	
  	
  	
  	
  U+FFFD REPLACEMENT CHARACTER.  
 
<a href=“java\uFEFFscript:alert("XSS")>



Non-­‐Characters	
  and	
  OS	
  X	
  Bash	
  /	
  HFS+

$ mkdir /tmp/test!
$ cd /tmp/test!
$ touch `printf "a\xef\xbb\xbfb"`!
# or "a\uFFFEb".encode('utf-8')!
# which is a non-character!
$ ls a*!
a?b!
$ touch ab!
$ ls a* !
a?b!
# where did ab go?!



Regex
$ python3!
>>> import re!
>>> reg = re.compile("\d") !
>>> gen = ( chr(c) for c in range(0, 0xFFFF) if re.match(reg, chr(c)) )!
>>> print(''.join(gen))!
०१२३४५६७८९০১২৩৪৫৬৭৮৯੦੧੨੩੪੫੬੭੮੯૦૧૨૩૪૫૬૭૮૯୦߀߁߂߃߄߅߆߇߈߉0123456789۰۱۲۳٤٥٦۷۸۹۰۱۲۳۴۵۶۷۸۹
୧୨୩୪୫୬୭୮୯௦௧௨௩௪௫௬௭௮௯౦౧౨౩౪౫౬౭౮౯೦೧೨೩೪೫೬೭೮೯൦൧൨൩൪൫൬൭൮൯๐๑๒๓๔๕๖๗๘๙໐໑໒໓໔໕໖

໗໘໙༠༡༢༣༤༥༦༧༨༩၀၁၂၃၄၅၆၇၈၉႐႑႒႓႔႕႖႗႘႙០១២៣៤៥៦៧៨៩᠐᠑᠒᠓᠔᠕᠖᠗᠘᠙᥆᥇᥈᥉᥊᥋᥌᥍᥎᥏᧐᧑᧒᧓᧔᧕᧖᧗᧘
᧙᪀᪁᪂᪃᪄᪅᪆᪇᪈᪉᪐᪑᪒᪓᪔᪕᪖᪗᪘᪙᭐᭑᭒᭓᭔᭕᭖᭗᭘᭙᮰᮱᮲᮳᮴᮵᮶᮷᮸᮹᱀᱁᱂᱃᱄᱅᱆᱇᱈᱉᱐᱑᱒᱓᱔᱕᱖᱗᱘᱙꘠꘡꘢꘣꘤꘥꘦꘧꘨꘩
꣐꣑꣒꣓꣔꣕꣖꣗꣘꣙꤀꤁꤂꤃꤄꤅꤆꤇꤈꤉꧐꧑꧒꧓꧔꧕꧖꧗꧘꧙꩐꩑꩒꩓꩔꩕꩖꩗꩘꩙꯰꯱꯲꯳꯴꯵꯶꯷꯸꯹０１２３４５６７８９!
>>> reg = re.compile("\d", re.ASCII)



Regex

$ jsc!
>>> /a.c/.test('abc')!
true!
>>> /a.c/.test('a🐛c')!
false!
>>> /a....c/.test('a🐛c')!
true
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U+00E9

é
U+2460

①

U+0065

é
U+0301

◌́

U+00E9

é
U+0031

1

Compa&bility	
  decomposi&onCanonical	
  decomposi&on

Canonical	
  composi&on

U+0031

1NFKDNFD

NFC NFKC
U+0065

é
U+2460

①

U+0065

e
U+0301

◌́
U+2460

①

(most	
  common)

Normaliza3on TR#15

http://www.unicode.org/reports/tr15/


NFC	
  doesn’t	
  Always	
  Compose

U+FB2C

שּׁ HEBREW LETTER!
SHIN WITH DAGESH 
AND SHIN DOT

U+05BC

◌ּ HEBREW LETTER!
SHIN

U+05E9

ש HEBREW LETTER!
SHIN WITH DAGESH 
AND SHIN DOT U+05C1

◌ׁ HEBREW LETTER!
SHIN DOT

NFC(U+FB2C)

+ +

buffer	
  overflow



NFKD	
  Expands	
  Up	
  to	
  18x

صلى الله عليه وسلم
U+FDFA  
ARABIC  

LIGATURE!
SALLALLAHOU  

ALAYHE  
WASALLAM

>>> import unicodedata	
!

>>> s = '\uFDFA'	
>>> len(s)	
1	
!

>>> s_nfkd = unicodedata.normalize('NFKD', s)	
>>> s_nfkd.encode('unicode-escape')	
b'\\u0635\\u0644\\u0649 \\u0627\\u0644\\u0644\\u0647 \\u0639\
\u0644\\u064a\\u0647 \\u0648\\u0633\\u0644\\u0645'	
>>> len(s_nfkd)	
18

buffer	
  overflow



NFK*	
  May	
  Bypass	
  Filters

U+FF07

＇ FULLWIDTH 
APOSTROPHE

U+0027

‘ APOSTROPHE!

NFK*(U+FF07)

SQL	
  injec3on



hYps://labs.spo3fy.com/2013/06/18/crea3ve-­‐usernames/

https://labs.spotify.com/2013/06/18/creative-usernames/
https://labs.spotify.com/2013/06/18/creative-usernames/
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German Swedish

Åkersberga 1 2 Alingsås

Alingsås 2 4 Oskarshamn

Äpplebo 3 7 Ufng

Oskarshamn 4 6 Üheld

Östersund 5 8 Zwickau

Üheld 6 1 Åkersberga

Ufng 7 3 Äpplebo

Zwickau 8 5 Östersund

(Steven	
  R.	
  Loomis,	
  Mark	
  Davis)

Unicode	
  Colla3on	
  Algorithm	
  –	
  TR#10	
  (UTS)
• Text	
  comparison 
café < cafe ?  
cafe < café ?	
  

• Usage	
  dependent 
German	
  dic,onary:	
  öf	
  <	
  of  
German	
  phonebook:	
  of	
  <	
  öf	
  

• Unstable	
  over	
  6me 
Sorted	
  lists	
  should	
  be	
  versioned

https://docs.google.com/presentation/d/1rJaqrzxlywkiQDKS6JAenzdts3sPYVI3giMpcUOWkHs/present#slide=id.i299
http://www.unicode.org/reports/tr10/
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Case	
  Folding
# The data supports both implementations that require simple case foldings!
# (where string lengths don't change), and implementations that allow full case folding!
# (where string lengths may grow). Note that where they can be supported, the!
# full case foldings are superior: for example, they allow "MASSE" and "Maße" to match.

hHp://www.unicode.org/Public/UNIDATA/CaseFolding.txt

http://www.unicode.org/Public/UNIDATA/CaseFolding.txt


Case	
  Conversion

U+0049

I
U+0130

İ

U+0131

ı
U+0069

i

U+0049

I

U+0069

i

U+0307

◌̇

U+0307

◌̇
Posix	
  Locale

U+0130

İ
U+0307

◌̇

Turkish	
  Locale



Case	
  Conversion	
  –	
  Locale

NSString *s = [NSString stringWithFormat:@"istambul"];	
!

NSLocale *locale = [NSLocale localeWithLocaleIdentifier:@"tr_TR"];	
!

NSString *s2 = [s uppercaseStringWithLocale:locale];	
!

// İSTAMBUL ✅



Python	
  3
• ❌	
  Colla,on:	
  s,ll	
  compare	
  codepoints  
>>> 'café' < 'caff'  
False	
  

• ❌	
  Case	
  Conversion	
  restricted	
  to	
  1:1	
  case	
  mappings 
>>> 'ß'.upper()  
'ß'!

• ❌	
  Case	
  conversion	
  ignores	
  locale 
❌	
  Addi,onaly,	
  locale	
  is	
  global  
>>> import locale  
>>> locale.setlocale(locale.LC_ALL, 'tr_TR')  
>>> s = "istanbul"  
>>> s.upper()  
'ISTANBUL'
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0xFFFF

0x00000x010000

0x0800

0x10FFFF

   Bits  Hex Min  Hex Max  Byte Sequence in Binary!
1    7  00000000 0000007f 0vvvvvvv!
2   11  00000080 000007FF 110vvvvv 10vvvvvv!
3   16  00000800 0000FFFF 1110vvvv 10vvvvvv 10vvvvvv!
4   21  00010000 001FFFFF 11110vvv 10vvvvvv 10vvvvvv 10vvvvvv!
5   26  00200000 03FFFFFF 111110vv 10vvvvvv 10vvvvvv 10vvvvvv 10vvvvvv!
6   31  04000000 7FFFFFFF 1111110v 10vvvvvv 10vvvvvv 10vvvvvv 10vvvvvv 10vvvvvv

Malformed	
  UTF-­‐8	
  sequences	
  include: 
-­‐	
  overlong	
  encoding,	
  0x1	
  on	
  2	
  bytes  
11000000 10000001        0xC0 0x41  
 
-­‐	
  unexpected	
  con,nua,on	
  byte  
11000000 00000000        0xC0 0x00

UTF-­‐8



UTF-­‐16
0x0000

0xFFFF

0x0000

0xFFFF
0x10FFFF

0x010000

0xD800
0xE000

   Bits  Hex Min  Hex Max  Byte Sequence in Binary!
2   16  00000000 0000FFFF vvvvvvvv vvvvvvvv!
4   21  00010000 001FFFFF 110110ww wwwwwwww 110111ww wwwwwwww!
!
            www.. is (vvv.. - 0x10000) to map a 20 bits value

Malformed	
  sequences	
  include	
  unpaired	
  surrogates	
  such	
  as: 
-­‐	
  110110ww wwwwwwww	
  not	
  followed	
  by	
  110111ww wwwwwwww	
  
-­‐	
  110111ww wwwwwwww	
  not	
  preceded	
  by	
  110110ww wwwwwwww



• Unicode	
  code	
  points	
  were	
  first	
  defined	
  on	
  16	
  bits	
  (UCS-­‐2)	
  

• and	
  now	
  Java	
  char	
  /	
  Objec,ve-­‐C	
  unichar	
  are	
  16	
  bits	
  

• code	
  points	
  >	
  0xFFFF	
  defined	
  as	
  a	
  pair	
  of	
  16	
  bits	
  values	
  

• sizeof(wchar_t)	
  is	
  generally 
16	
  bits	
  on	
  Windows,	
  32	
  bits	
  on	
  Linux

Wide	
  Characters



NSString *s1 = @"abc";	
NSString *s2 = @"\U0001F600bc";	
!
NSLog(@"s1 %@", s1); // s1 abc	
NSLog(@"s2 %@", s2); // s2 😀bc	
!
NSLog(@"s1[0] -> %C", [s1 characterAtIndex:0]); // s1[0] -> a	
NSLog(@"s2[0] -> %C", [s2 characterAtIndex:0]);	
// nothing printed because	
// s2 = [0xD83D, 0xDE00], and U+D83D is a high surrogate	
// and NSLog() ignores nil strings

Objec,ve-­‐C	
  /	
  Cocoa



HFS+

Apple	
  Technical	
  Q&A	
  QA1173

https://developer.apple.com/library/mac/qa/qa1173/_index.html


HFS+
# what you write…!
$ echo ü; echo ü | xxd!
ü!
0000000: c3bc 0a # NFC!
!
# is not what you read!
$ touch ü; ls; ls | xxd!
ü!
0000000: 75cc 880a # NFD

# watch your Finder go nuts!!!!
$ cd; touch `printf "\x41\xe9"`  
# NFC("Aé")!
$ open .!
# fixed in OS X 10.10



Conclusion
• Unicode	
  is	
  cool.	
  Unicode	
  is	
  hard.	
  Unicode	
  is	
  ubiquitous.	
  

• How	
  well	
  do	
  you	
  know	
  your	
  framework	
  of	
  choice?	
  

• Everything	
  dealing	
  with	
  Unicode	
  is	
  a	
  bug	
  nest.	
  

• Under-­‐studied	
  topic.	
  Tons	
  of	
  low-­‐hanging	
  fruits.	
  

• See	
  Chris	
  Weber’s	
  hHp://websec.github.io/unicode-­‐security-­‐guide/

«	
  Unicode	
  is	
  just	
  too	
  complex	
  to	
  ever	
  be	
  secure.	
  » 
–	
  Bruce	
  Schneier,	
  2000

http://websec.github.io/unicode-security-guide/
https://www.schneier.com/crypto-gram-0007.html#9

